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2                OFFICE OF THE NEW YORK STATE COMPTROLLER2

State of New York
Offi ce of the State Comptroller

Division of Local Government
and School Accountability
 
April 2013

Dear Town Offi cials:

A top priority of the Offi ce of the State Comptroller is to help local government offi cials manage 
government resources effi ciently and effectively and, by so doing, provide accountability for tax 
dollars spent to support government operations. The Comptroller oversees the fi scal affairs of local 
governments statewide, as well as compliance with relevant statutes and observance of good business 
practices. This fi scal oversight is accomplished, in part, through our audits, which identify opportunities 
for improving operations and Board governance. Audits also can identify strategies to reduce costs and 
to strengthen controls intended to safeguard local government assets.

Following is a report of our audit of the Town of Johnsburg, entitled Management Oversight and 
Online Banking. This audit was conducted pursuant to Article V, Section 1 of the State Constitution 
and the State Comptroller’s authority as set forth in Article 3 of the General Municipal Law.

This audit’s results and recommendations are resources for local government offi cials to use in 
effectively managing operations and in meeting the expectations of their constituents. If you have 
questions about this report, please feel free to contact the local regional offi ce for your county, as listed 
at the end of this report.

Respectfully submitted,

Offi ce of the State Comptroller
Division of Local Government
and School Accountability

State of New York
Offi ce of the State Comptroller
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Offi ce of the State Comptroller
State of New York

EXECUTIVE SUMMARY

The Town of Johnsburg (Town) is located in Warren County and is governed by a Town Board (Board) 
which comprises an elected Town Supervisor (Supervisor) and four elected councilpersons. The 
Supervisor serves as the chief executive offi cer and chief fi scal offi cer. The Town provides various 
services to its residents that include road maintenance, snow plowing, and general government 
administration.

The 2012 budget for the general fund was $1,162,537, and the highway fund budget was $1,259,053. 
The Town’s expenditures were funded primarily with revenues from real property taxes, sales tax, and 
State aid.

Scope and Objectives

The objectives of our audit were to evaluate the Town’s oversight of fi nancial activities and internal 
controls over online banking for the period January 1, 2011, to July 31, 2012. Our audit addressed the 
following related questions:

• Did the Board adequately design, implement, and monitor internal controls over the Town’s 
fi nancial activities?

• Did the Board adequately design and implement policies over online banking that ensure the 
protection of the Town’s assets and data?

Audit Results

The Board did not adequately design, implement, or monitor internal controls over the Town’s fi nancial 
activities. The Supervisor did not provide effective oversight of the work performed by the bookkeeper 
to address her incompatible fi nancial duties. Because the bookkeeper can initiate transactions, make 
accounting entries, and perform bank reconciliations without any supervision, there is a risk that she 
could initiate and conceal inappropriate transactions that could go undetected and uncorrected. Further, 
the Board did not conduct an annual audit of the records of offi cials and employees who receive and 
disburse cash. The Board’s failure to perform an annual audit diminishes its ability to effectively 
monitor the Town’s fi nancial operations and could result in errors or irregularities that are undetected 
and uncorrected.
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The Board did not design and implement policies over online banking that would have ensured the 
protection of the Town’s assets and data. The Town did not establish a written policy for online banking 
that defi ned the Board’s intentions. While the Town’s bank has an “Internet User Agreement,” Town 
offi cials were unaware of its provisions or that it existed. The bank’s agreement did not address which 
Town offi cials were authorized to initiate online transfers or security procedures for authenticating 
transactions. Without a comprehensive online banking policy, it is possible that an unauthorized 
individual could initiate an online transfer and that it would remain undetected and uncorrected.

The Supervisor has not adequately segregated the bookkeeper’s online banking duties. Also, the 
Supervisor had not reviewed or supervised the bookkeeper’s online banking transactions totaling more 
than $1.8 million made during the fi rst six months of 2012. In addition, the Town has not established a 
confi rmation process with its bank for online transfers of Town moneys. Although we did not fi nd any 
discrepancies with the $1.8 million in online transfers, because the bookkeeper’s incompatible online 
banking duties are not adequately segregated, there is an increased risk that moneys may be transferred 
improperly, or that online transfers will not be properly recorded and documented.

Our audit also disclosed additional areas in need of improvement concerning IT controls, which, 
because of their confi dential nature, we disclosed separately to Town offi cials.

Comments of Local Offi cials

The results of our audit and recommendations have been discussed with Town offi cials and their 
comments, which appear in Appendix A, have been considered in preparing this report. Town offi cials 
generally agreed with our recommendations and indicated they planned to initiate corrective action.
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Background

Introduction

Objectives

The Town of Johnsburg (Town) is located in Warren County and has 
a population of about 2,400. The Town is governed by a Town Board 
(Board) that comprises a Town Supervisor (Supervisor) and four 
elected councilpersons. The Supervisor serves as the chief executive 
offi cer and chief fi scal offi cer. The Supervisor has a part-time 
bookkeeper who assists him with maintaining the Town’s accounting 
records.

The offi ces at the Town Hall use a small number of desktop and 
laptop computers that function independently of one another (stand-
alone) and are not connected through a network. The computers are 
of varying age and use different operating systems. They all have 
Internet access, but have varying levels of security protection (e.g., 
anti-virus software). The bookkeeper uses her computer to conduct 
online banking transactions.

The Town provides various services that include highway 
maintenance and snow removal, a public library, water services, and 
general government support. The Town’s general fund budget for the 
2012 fi scal year included appropriations totaling $1,162,537, and 
appropriations for the highway fund totaled $1,259,053. The Town’s 
expenditures are funded primarily with revenues from real property 
taxes, sales tax, and State aid.

The objectives of our audit were to evaluate the Town’s oversight 
of fi nancial activities and internal controls over online banking. Our 
audit addressed the following questions:

• Did the Board adequately design, implement, and monitor 
internal controls over the Town’s fi nancial activities?

• Did the Board adequately design and implement policies over 
online banking that ensure the protection of the Town’s assets 
and data?

We examined management oversight and online banking controls 
of the Town for the period January 1, 2011, to July 31, 2012. Our 
audit disclosed areas in need of improvement concerning information 
technology controls. Because of the sensitivity of this information, 
certain vulnerabilities are not discussed in this report but have been 
communicated to Town offi cials so they could take corrective action.

Scope and
Methodology
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Comments of
Local Offi cials and
Corrective Action

We conducted our audit in accordance with generally accepted 
government auditing standards (GAGAS). More information on such 
standards and the methodology used in performing this audit are 
included in Appendix B of this report.

The results of our audit and recommendations have been discussed 
with Town offi cials and their comments, which appear in Appendix 
A, have been considered in preparing this report. Town offi cials 
generally agreed with our recommendations and indicated they 
planned to initiate corrective action.

The Board has the responsibility to initiate corrective action. A 
written corrective action plan (CAP) that addresses the fi ndings and 
recommendations in this report should be prepared and forwarded 
to our offi ce within 90 days, pursuant to Section 35 of the General 
Municipal Law. For more information on preparing and fi ling your 
CAP, please refer to our brochure, Responding to an OSC Audit 
Report, which you received with the draft audit report. We encourage 
the Board to make this plan available for public review in the Town 
Clerk’s offi ce.
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Management Oversight

Part of the Board’s responsibility for the general management and 
control of the Town’s fi nances is providing proper and adequate 
oversight, including the development and implementation of 
control procedures for daily fi nancial operations. These control 
procedures include, for example, segregation of incompatible duties 
or implementing mitigating controls through oversight. The Board 
can also accomplish this by conducting an annual audit of the books, 
records, and documents of offi cials and employees responsible for 
receiving and disbursing money.

The Board did not adequately design, implement, or monitor internal 
controls over the Town’s fi nancial activities. The Supervisor did not 
provide effective oversight of the work performed by the bookkeeper 
to address her incompatible fi nancial duties. Further, the Board did 
not conduct an annual audit of the records of offi cials and employees 
who receive and disburse cash. The lack of adequate oversight of 
the fi nancial activities places the Town at risk for errors and/or 
irregularities occurring and not being readily detected and corrected.

Proper segregation of duties ensures that no one person controls all 
phases of a transaction. When duties cannot be properly segregated, 
as is the case in many smaller localities like Johnsburg, the Supervisor 
should regularly review bank statements, canceled checks, cash 
receipt records, and bank reconciliations and compare them to the 
transactions recorded in the Town’s accounting records to ensure that 
all Town monies are accurately recorded and deposited and disbursed 
only for proper Town purposes.

The Supervisor did not segregate the bookkeeper’s incompatible 
fi nancial duties or provide any oversight over the bookkeeper’s 
work to reduce the risk associated with her inadequately segregated 
duties. The bookkeeper opens the mail, processes and records online 
banking transactions, prepares checks, maintains the check stock, 
processes the payroll, prepares bank reconciliations, and prepares the 
Supervisor’s fi nancial reports. She performs these duties without any 
oversight or review by the Supervisor.

We reviewed $316,000 in revenues and  $343,000 in disbursements 
reported on the Supervisor’s April and July 2012 cash reports to 
ensure they were accurately recorded and had adequate supporting 
documentation.1 We also reviewed about $1.3 million in general fund 

Lack of Compensating 
Controls

____________________
1 Refer to Appendix B for further information on our sample selections.
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revenues, $1.2 million in highway fund revenues, and about $259,000 
in disbursements reported on the Town’s 2011 annual update 
document2  for accuracy, source documentation, and approvals. 
Except for minor discrepancies that we discussed with offi cials, we 
found that the records were generally accurate and reliable and that 
disbursements were approved and contained suffi cient documentation.

Although we did not fi nd signifi cant discrepancies, because the 
bookkeeper can initiate transactions, make accounting entries, and 
perform bank reconciliations without any supervision, there is a risk 
that she could initiate and conceal inappropriate transactions that 
could go undetected and uncorrected.

The Board is required to annually audit, or cause to be audited, the 
books, records, and related documents of offi cials and employees 
who are responsible for receiving and disbursing money on behalf 
of the Town. This annual audit is particularly important in smaller 
governments which may not have an adequate system of controls 
because employees are required to perform duties that should 
otherwise be segregated. An annual audit not only helps to identify 
conditions that need improvement, but also enables Board members 
to learn more about fi nancial operations so that they can effectively 
perform their fi scal oversight responsibilities.

During our audit period, the Board did not conduct an annual audit of 
the records of the Supervisor, Town Clerk/Tax Collector, Accounts 
Clerk, or Town Justice. Town offi cials did not provide us with any 
evidence, in the minutes of the Board’s proceedings or other materials 
presented to us, that the Board had audited, or contracted with an 
independent auditor to audit, the fi nancial records and reports of any 
Town offi cer or employee for the 2010, 2011, and 2012 fi scal years. 
The Board’s failure to perform an annual audit diminishes its ability 
to effectively monitor the Town’s fi nancial operations and could 
result in errors or irregularities that are undetected and uncorrected.

1. The Supervisor should segregate the bookkeeper’s incompatible 
fi nancial duties or provide adequate oversight of the bookkeeper’s 
work.

2. The Board should conduct, or contract for, an annual audit of the 
records and reports of all offi cers and employees who received or 
disbursed money during the previous fi scal year.

Annual Audit

Recommendations

____________________
2 General Municipal Law requires municipalities to fi le an annual update document 
with the Offi ce of the State Comptroller within 60 days following the close of each 
fi scal year.
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Online Banking

Online banking allows the convenience of moving money between 
bank accounts, reviewing transaction histories, reconciling accounts 
at any time, and closely monitoring cash balances. General Municipal 
Law allows local governments to disburse or transfer funds in their 
custody by means of electronic or wire transfers. A structured and 
effective internal control framework regulating online banking 
transfers is critical to safeguard Town moneys. The Board must 
adopt an online banking policy and establish controls that provide 
an adequate segregation of incompatible duties for those who will be 
initiating and authorizing online transfers and supervisory approval 
and bank confi rmation of online transfers. The duties of authorizing, 
initiating, and recording online transfers must be performed by 
different individuals. Also, it is essential that online transfer 
confi rmations are not performed by the same individual who initiates 
the transfers.

Online Banking Policy — Online wire or electronic transfers can 
disburse signifi cant amounts of money, usually within minutes of 
being executed. Banks typically confi rm the authenticity of online 
transfers with municipalities prior to disbursing the funds. To protect 
Town moneys from unauthorized online transfers, Town offi cials 
should have adequate controls in place over the authorization process 
for transfers and written agreements with the banks setting forth 
security procedures for authenticating transactions and identifying 
which offi cer(s) are authorized to disburse funds.

The Town did not establish a written policy for online banking 
that defi ned the Board’s intentions. While the Town’s bank has 
an “Internet User Agreement,” Town offi cials were unaware of its 
provisions or that it existed. The bank’s agreement did not address 
which Town offi cials were authorized to initiate online transfers 
or security procedures for authenticating transactions. Without 
a comprehensive online banking policy, it is possible that an 
unauthorized individual could initiate an online transfer and that it 
would remain undetected and uncorrected.

Online Transfers — The Town’s bank allows Town offi cials to 
initiate, authorize, and transmit moneys electronically without 
outside assistance from bank personnel. To protect Town funds from 
unauthorized and improper online transfers, it is essential that Town 
offi cials review and authorize online transfers in a timely manner. 
Proper segregation of duties is critical for managing these types of 
transactions. Town offi cials should require at least two individuals 
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to be involved in each online transfer: one for authorization and one 
for transmittal. Also, it is essential that the bank contact an individual 
other than the one who initiates the online transfers to provide 
approval and confi rmation of the transfers.

The Supervisor has not adequately segregated the bookkeeper’s 
online banking duties or reviewed and supervised the bookkeeper’s 
online banking transactions. Also, the Town has not established 
a confi rmation process with its bank for online transfers of Town 
moneys. The bookkeeper authorizes, initiates, and records online 
transfers of Town moneys among accounts within the same bank 
without any supervisory review.

Before the current bookkeeper took offi ce in January 2012, the Town 
did not perform online banking transfers. We reviewed all 47 online 
transfers that the bookkeeper made between six bank accounts 
totaling more than $1.8 million made from February 2012 to July 
31, 2012. We did not fi nd any discrepancies or irregularities in these 
transfers. 

Although we did not fi nd any discrepancies, because the bookkeeper’s 
incompatible online banking duties are not adequately segregated, 
there is an increased risk that moneys may be transferred improperly, 
or that online transfers will not be properly recorded and documented. 
Also, the bookkeeper’s incompatible online banking duties increase 
the need for bank confi rmation of all online transfers with the 
Supervisor.

3. The Board should adopt and communicate an online banking 
policy that outlines approved online banking activities and 
assigns responsibility for ensuring that the transactions are safely 
conducted and monitored.

4. The Board should ensure that the online banking agreement with 
its bank identifi es who is authorized to initiate and approve online 
transfers and establishes security procedures for authenticating 
online transfers.

5. The Supervisor should authorize and approve all online transfers 
performed by the bookkeeper.

Recommendations
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APPENDIX A

RESPONSE FROM LOCAL OFFICIALS

The local offi cials’ response to this audit can be found on the following page.  
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APPENDIX B

AUDIT METHODOLOGY AND STANDARDS 

The Town was selected for audit based on initial fi nancial reviews. While reviewing the Town’s 
accounting system, we found that the Town transitioned to new accounting software in the middle of 
its 2012 fi scal year.

The objectives of this audit were to evaluate the Town’s oversight of fi nancial activities and internal 
controls over online banking for the period January 1, 2011, to July 31, 2012. To achieve the objectives 
of this audit and obtain valid audit evidence, we performed the following steps:

• We interviewed offi cials to gain an understanding of the Town’s budgeting process and 
accounting system.

• We reviewed the Supervisor’s April 2012 cash report, which included summaries of cash 
receipts and disbursements. We judgmentally selected April 2012 because it was in the middle 
of the year within our scope period, and it was after the Town switched accounting systems. 
We traced about $228,000 in general fund revenues and about $33,000 in water rents from the 
report to source documentation. We traced about $30,000 in general fund expenditures and 
about $16,000 in highway fund expenditures from the report to the warrants.

• We reviewed the Supervisor’s July 2012 cash reports, which included summaries of cash 
receipts and disbursements. We judgmentally selected July 2012 because it was the most 
recently completed month in our scope period. We judgmentally reviewed  $9,800 in general 
fund revenues, which was half of the total  $19,000 general fund revenues for July 2012, and 
$45,000 in highway fund revenues, which was the total revenue received by the highway fund 
for July 2012. We traced these revenues from the report to source documentation. We traced 
$257,000 disbursed from the highway fund and  $40,000 disbursed from the general fund from 
the Supervisor’s July 2012 cash report to the warrants. These disbursements represented all of 
the disbursements from both funds during July 2012.

• We reviewed the Town’s results of operations and compared its audited fi nancial statements to 
its 2011 annual update document and general ledger.

• We compared the adopted budgets to the accounting records.

• We assessed the composition of signifi cant balance sheet accounts.

• We reviewed the periodic reports prepared by the Supervisor and the Town Clerk.

• We analyzed inter-fund loans.

• We reviewed budget amendments, Board meeting minutes, and resolutions.

• We selected and reviewed samples of cash receipts and cash disbursements.
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• We reviewed bank statements and bank reconciliations and compared them to the accounting 
records.

• We tested the reliability of the data maintained on the accounting system.

• We interviewed Town offi cials and reviewed documentation to determine existing policies 
related to the use of information technology and cyber-security awareness.

• We interviewed computer users and asked them to demonstrate their normal procedures for 
opening programs, accessing and browsing the Internet, and accessing email and online bank 
accounts. We also interviewed computer users to assess their general knowledge of cyber-
security awareness.

• We reviewed the Town’s written agreements with outside parties who provide information 
technology services.

We conducted this performance audit in accordance with generally accepted government auditing 
standards (GAGAS). Those standards require that we plan and perform the audit to obtain suffi cient, 
appropriate evidence to provide a reasonable basis for our fi ndings and conclusions based on our audit 
objectives. We believe that the evidence obtained provides a reasonable basis for our fi ndings and 
conclusions based on our audit objectives.
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APPENDIX C

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT

Offi ce of the State Comptroller
Public Information Offi ce
110 State Street, 15th Floor
Albany, New York  12236
(518) 474-4015
http://www.osc.state.ny.us/localgov/

To obtain copies of this report, write or visit our web page: 
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DIVISION OF LOCAL GOVERNMENT
AND SCHOOL ACCOUNTABILITY
Andrew A. SanFilippo, Executive Deputy Comptroller

Steven J. Hancox, Deputy Comptroller
Nathaalie N. Carey, Assistant Comptroller

LOCAL REGIONAL OFFICE LISTING

BINGHAMTON REGIONAL OFFICE
H. Todd Eames, Chief Examiner
Offi ce of the State Comptroller
State Offi ce Building - Suite 1702
44 Hawley Street
Binghamton, New York  13901-4417
(607) 721-8306  Fax (607) 721-8313
Email: Muni-Binghamton@osc.state.ny.us

Serving: Broome, Chenango, Cortland, Delaware,
Otsego, Schoharie, Sullivan, Tioga, Tompkins Counties

BUFFALO REGIONAL OFFICE
Robert Meller, Chief Examiner
Offi ce of the State Comptroller
295 Main Street, Suite 1032
Buffalo, New York  14203-2510
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Email: Muni-Buffalo@osc.state.ny.us
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GLENS FALLS REGIONAL OFFICE
Jeffrey P. Leonard, Chief Examiner
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One Broad Street Plaza
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Saratoga, Schenectady, Warren, Washington Counties
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Ira McCracken, Chief Examiner
Offi ce of the State Comptroller
NYS Offi ce Building, Room 3A10
Veterans Memorial Highway
Hauppauge, New York  11788-5533
(631) 952-6534  Fax (631) 952-6530
Email: Muni-Hauppauge@osc.state.ny.us

Serving: Nassau and Suffolk Counties

NEWBURGH REGIONAL OFFICE
Tenneh Blamah, Chief Examiner
Offi ce of the State Comptroller
33 Airport Center Drive, Suite 103
New Windsor, New York  12553-4725
(845) 567-0858  Fax (845) 567-0080
Email: Muni-Newburgh@osc.state.ny.us

Serving: Columbia, Dutchess, Greene, Orange, 
Putnam, Rockland, Ulster, Westchester Counties

ROCHESTER REGIONAL OFFICE
Edward V. Grant, Jr., Chief Examiner
Offi ce of the State Comptroller
The Powers Building
16 West Main Street – Suite 522
Rochester, New York   14614-1608
(585) 454-2460  Fax (585) 454-3545
Email: Muni-Rochester@osc.state.ny.us

Serving: Cayuga, Chemung, Livingston, Monroe,
Ontario, Schuyler, Seneca, Steuben, Wayne, Yates Counties

SYRACUSE REGIONAL OFFICE
Rebecca Wilcox, Chief Examiner
Offi ce of the State Comptroller
State Offi ce Building, Room 409
333 E. Washington Street
Syracuse, New York  13202-1428
(315) 428-4192  Fax (315) 426-2119
Email:  Muni-Syracuse@osc.state.ny.us

Serving: Herkimer, Jefferson, Lewis, Madison,
Oneida, Onondaga, Oswego, St. Lawrence Counties
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