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State of New York
Offi ce of the State Comptroller

Division of Local Government
and School Accountability
 
May 2013

Dear City Offi cials:

A top priority of the Offi ce of the State Comptroller is to help local government offi cials manage 
government resources effi ciently and effectively and, by so doing, provide accountability for tax 
dollars spent to support government operations. The Comptroller oversees the fi scal affairs of local 
governments statewide, as well as compliance with relevant statutes and observance of good business 
practices. This fi scal oversight is accomplished, in part, through our audits, which identify opportunities 
for improving operations and Council governance. Audits also can identify strategies to reduce costs 
and to strengthen controls intended to safeguard local government assets.

Following is a report of our audit of the City of Middletown, entitled Selected Financial Operations 
and Information Technology. This audit was conducted pursuant to Article V, Section 1 of the State 
Constitution and the State Comptroller’s authority as set forth in Article 3 of the General Municipal 
Law.

This audit’s results and recommendations are resources for local government offi cials to use in 
effectively managing operations and in meeting the expectations of their constituents. If you have 
questions about this report, please feel free to contact the local regional offi ce for your county, as listed 
at the end of this report.

Respectfully submitted,

Offi ce of the State Comptroller
Division of Local Government
and School Accountability

State of New York
Offi ce of the State Comptroller
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Offi ce of the State Comptroller
State of New York

EXECUTIVE SUMMARY

The City of Middletown (City) is located in Orange County and has a population of approximately 
28,000.  The City is governed by its Charter, general State laws, and local laws and ordinances.  The 
City has a Mayor, a nine-member City Council (Council), and an appointed Treasurer.  The Mayor 
and the Council make up the legislative and governing body of the City.  The Council develops City 
policies and enacts laws, ordinances and resolutions.  The City provides services that include fi re and 
police protection, street maintenance, water and sewer utilities, and park and recreation programs for 
its residents.  The City’s 2012 and 2013 general fund budgets totaled $34 million and $35 million, 
respectively, funded primarily by property taxes, sales taxes and State aid.

The Council is responsible for providing oversight of the City’s fi nancial operations. The Mayor is 
the chief executive offi cer and the Treasurer is the chief fi scal offi cer.  The Treasurer is responsible for 
maintaining appropriate accounting records and preparing monthly and annual fi nancial reports. The 
Mayor and Treasurer also share the responsibility for ensuring that internal controls are adequate and 
working properly. 

Day-to-day management of the City’s computer system is the responsibility of the Information 
Technology (IT) Specialist.  The City uses the services of an outside vendor for technical support and 
back-ups.

Scope and Objective

The objective of our audit was to examine the City’s purchasing practices, Council oversight, and IT 
for the period January 1, 2011, to July 9, 2012. Our audit addressed the following related questions:

• Did City offi cials procure goods and services in accordance with the established procurement 
policy? 

• Did the Council provide adequate oversight of City fi nancial operations to ensure that City 
assets were properly safeguarded?  

• Did City offi cials ensure that the City’s IT systems were adequately secured and protected 
against unauthorized access and loss?
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Audit Results

The City did not adopt a comprehensive procurement policy. As a result, City offi cials and employees 
did not solicit competitive proposals for fi ve of eight professional services providers who were paid 
$164,613. In addition, City offi cials did not have a written agreement with one of eight professional 
service providers we tested. Without a written agreement, City offi cials do not have a means of 
determining whether rates charged are reasonable and necessary. City offi cials did not solicit written 
quotations for eight of 18 purchases tested totaling $73,661.  By failing to seek competition when 
procuring goods and services, City offi cials cannot assure taxpayers that goods and services are 
procured in the most prudent and economical manner and without favoritism. 

The Council needs to improve its oversight of the City’s fi nancial affairs.  The Council did not 
require the Treasurer to provide written periodic fi nancial reports for use in monitoring City fi nancial 
operations.  By not requiring the Treasurer to provide written fi nancial reports, the Council does not 
have a means to determine the City’s fi nancial condition and manage its fi nances effectively.

The Council and City offi cials did not establish and implement a comprehensive policy and procedures 
to effectively secure and protect the City’s computer systems and data against unauthorized access and 
loss. As a result, system users were unnecessarily assigned administrative rights and had access to 
system modules that they did not need to perform their job duties. The Council did not establish an 
information breach notifi cation policy or a disaster recovery plan to minimize disruption of operations 
in the event of a catastrophic event. Because of these defi ciencies, the City’s computer systems and 
data are subject to an increased risk of unauthorized access and loss. 

Comments of Local Offi cials

The results of our audit and recommendations have been discussed with City offi cials and their 
comments, which appear in Appendix A, have been considered in preparing this report. Except as 
indicated in Appendix A, City offi cials generally agreed with our fi ndings and indicated that they 
planned to initiate corrective action. Appendix B includes our comments on issues raised in the City’s 
response.
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Background

Introduction

Objective

The City of Middletown (City) is located in Orange County and has 
a population of approximately 28,000.  The City is governed by its 
Charter, general State laws, and local laws and ordinances.  The City 
has a Mayor, a nine-member City Council (Council), and an appointed 
Treasurer.  The Mayor and the Council make up the legislative and 
governing body of the City.  The Council develops City policies and 
enacts laws, ordinances, and resolutions.  The City provides services 
that include fi re and police protection, street maintenance, water and 
sewer utilities, and park and recreation programs for its residents.  
The City’s 2012 and 2013 general fund budgets totaled $34 million 
and $35 million, respectively, funded primarily by property taxes, 
sales taxes and State aid.

The Council is responsible for providing oversight of the City’s 
fi nancial operations. The Mayor is the chief executive offi cer and 
the Treasurer is the chief fi scal offi cer. As the chief fi scal offi cer, the 
Treasurer is responsible for the custody of City moneys, maintaining 
appropriate accounting records, and preparing monthly and annual 
fi nancial reports. Although the Council is primarily responsible for the 
effectiveness and proper functioning of the City’s internal controls, 
the Mayor and Treasurer also share the responsibility for ensuring 
that internal controls are adequate and working properly. 

Day-to-day management of the City’s computer system is the 
responsibility of the Information Technology (IT) Specialist.  The 
City uses the services of an outside vendor for technical support for 
the fi nancial software and City Hall’s onsite and offsite backups. 

The objective of our audit was to examine the City’s purchasing 
practices, Council oversight and IT. Our audit addressed the following 
related questions: 

• Did City offi cials procure goods and services in accordance 
with the established procurement policy? 

• Did the Council provide adequate oversight of City 
fi nancial operations to ensure that City assets were properly 
safeguarded?  

• Did City offi cials ensure that the City’s IT systems were 
adequately secured and protected against unauthorized access 
and loss?
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Scope and
Methodology

Comments of
Local Offi cials and
Corrective Action

We examined the City’s purchasing practices, Council oversight of 
fi nancial operations, and IT for the period January 1, 2011, to July 
9, 2012. Our audit disclosed areas where additional IT security 
measures should be instituted to help prevent unauthorized access to 
City assets. Because of the sensitivity of some of this information, 
certain specifi c vulnerabilities are not discussed in this report, but 
have been communicated confi dentially to City offi cials so that they 
could take corrective action.

We conducted our audit in accordance with generally accepted 
government auditing standards (GAGAS). More information on such 
standards and the methodology used in performing this audit are 
included in Appendix C of this report.

The results of our audit and recommendations have been discussed 
with City offi cials, and their comments have been considered in 
preparing this report.  Except as indicated in Appendix A, City offi cials 
generally agreed with our fi ndings and indicated that they planned 
to initiate corrective action. Appendix B includes our comments on 
issues raised in the City’s response.

The Council has the responsibility to initiate corrective action. A 
written corrective action plan (CAP) that addresses the fi ndings and 
recommendations in this report should be prepared and forwarded 
to our offi ce within 90 days, pursuant to Section 35 of the General 
Municipal Law.  For more information on preparing and fi ling your 
CAP, please refer to our brochure, Responding to an OSC Audit 
Report, which you received with the draft audit report.  We encourage 
the Council to make this plan available for public review in the Clerk’s 
offi ce.  
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Procurement

The Council is responsible for providing oversight of the City’s 
fi nancial operations. One of the Council’s important responsibilities 
is to establish and monitor a comprehensive procurement policy to 
help ensure that the City obtains goods and services of the required 
quantity and quality at the most favorable terms and to protect against 
favoritism, extravagance, fraud, and corruption. An effective and 
comprehensive procurement policy would require City offi cials to 
encourage competition when procuring services which will be paid 
for with public funds.  

The Council did not adopt a comprehensive procurement policy that 
encourages solicitation of competition when acquiring professional 
services. As a result, City offi cials and employees did not solicit 
competitive proposals for fi ve of eight professional services providers 
we tested who received payments totaling $164,613. Further, 
City offi cials did not have a written agreement with one of eight 
professional service providers we tested. Without a written agreement, 
City offi cials do not have a means of determining whether rates 
charged are reasonable and necessary.  In addition, City offi cials did 
not solicit written quotations for eight of 18 purchases tested totaling 
$73,661. When purchases are made without soliciting competition, 
there is little assurance that goods and services are procured in the 
most prudent and economical manner and without favoritism.

General Municipal Law requires the City to adopt policies and 
procedures governing the procurement of goods and services, such 
as professional services, that are exempt from competitive bidding.  
Requests for proposals (RFPs) are one effective method for soliciting 
competition for professional services. If City offi cials determine 
that certain vendors are the sole source available for providing the 
required services, they must maintain documentation justifying their 
reasoning.

It is essential for the Council to enter into written agreements with 
professional services providers that provide both parties with a clearly 
defi ned and mutually agreed-upon basis for entitlement to payment. 
Written agreements must include the timeframe and description of 
services to be provided and the basis for compensation, and should 
be used to verify that the fees charged are in accordance with the 
Council’s intent. They also can help to protect the City in the event 
that contractors default on their obligations or make excessive claims.

Professional Services
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The Council has adopted a procurement policy to govern the City’s 
purchasing practices.  However, the policy does not mandate the 
use of competitive methods to obtain professional services. During 
our audit period, the City contracted with 11 professional service 
providers who received payments totaling $1,088,939.  We reviewed 
eight professional services providers who received payments 
totaling $680,819 during our audit period. City offi cials did not use 
competitive methods, such as an RFP process, when obtaining fi ve of 
the eight professional service vendors who received payments totaling 
$164,613. Services provided by these vendors included engineering 
services totaling $117,238, audit services totaling $19,575, legal 
services totaling $22,300, and consulting services totaling $5,500. 

In addition, City offi cials could not provide a written agreement for 
the legal service provider. City offi cials told us that the vendor is a 
law fi rm with special experience with labor and labor contract law and 
has been working with the City for 17 years.  They stated that they did 
not issue an RFP for this service because the vendor’s expertise and 
unique experience with the City makes the vendor like a sole source. 
However, City offi cials did not maintain documentation stating that 
this service provider was a sole source provider. Further, without an 
agreement detailing the services to be provided, City offi cials have 
nothing to compare invoices with to be sure that they are paying only 
for authorized services and at the intended rates. Additionally, the 
written agreement for the vendor providing audit services was not 
suffi ciently itemized to clearly indicate the services provided or the 
rates at which hours were billed. 

Without a comprehensive policy that encourages the use of competition 
when awarding professional service contracts, the Council and City 
offi cials cannot assure taxpayers that these services are procured at the 
most favorable terms and without favoritism.  Also, without written 
agreements, there is no clear understanding of what compensation 
professional service providers are entitled to and the extent of the 
services that they are required to provide.

According to the City’s procurement policy, purchase contracts 
between $5,000 and $19,999 require three or more written quotes. 
However, we found that City offi cials did not always follow the 
adopted policy when procuring goods and services that were subject 
to quotation requirements. 

City offi cials made 400 purchases totaling $3,951,395 during our 
audit period that required written quotes. We judgmentally selected a 
sample of 18 purchases totaling $431,147 based upon dollar value and 
the payee’s name.  We found that Department heads or assigned staff 
did not obtain written quotes for eight of the 18 purchases totaling 

Written Quotes
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$73,661. These purchases included fi re hydrants totaling $20,280, 
police vests totaling $12,500, street lights costing $6,297, and rigging 
equipment for the Paramount Theater totaling $5,253. 

City offi cials’ failure to ensure compliance with the procurement 
policy places the City at risk of not obtaining goods and services that 
are the lowest available price and free of favoritism.

1. The Council should consider revising the City’s procurement 
policy to require the use of competitive methods when obtaining 
professional service providers.

2. The Council should enter into written agreements with all 
professional service providers that detail the services to be 
provided and the compensation for those services.

3. City offi cials should obtain quotations as required by the 
procurement policy prior to making purchases that fall below the 
bidding thresholds.

 

Recommendations
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Council Oversight

The Council is responsible for managing and overseeing the City’s 
overall fi scal affairs and safeguarding its resources. Interim fi nancial 
reports provide the Council with timely information on such issues 
as fi nancial position, results of operations, budget status, and service 
or project costs.  Therefore, so that the Council can make informed 
fi nancial decisions, it must ensure that it receives such necessary 
fi nancial information and reports from the Treasurer. 

The City Charter requires that, at each regular monthly meeting, 
the Treasurer report to the Council the moneys received during the 
preceding month. This report should include a statement showing 
to what fund the Treasurer credited the moneys.  The Charter also 
requires the Treasurer to provide and fi le with the Council a full 
statement of receipts and expenditures after the date of the last annual 
report.  

The Council did not require the Treasurer to provide written periodic 
fi nancial reports for use in monitoring actual operations. There was 
no evidence in the Council minutes that the Treasurer provided 
the Council with written interim fi nancial information and reports 
as required by the City Charter.  The Treasurer informed us that 
he provided the same information to the Council that the previous 
Treasurer did. Two Council members stated that they received and 
accepted verbal fi nancial information because they trusted that those 
responsible were performing their jobs. 

By not requiring the Treasurer to provide written fi nancial reports, the 
Council is unable to manage City fi nances effectively. 

4. The Council should require the Treasurer to provide the periodic 
written fi nancial reports it needs to fulfi ll its responsibility of 
monitoring City fi nancial operations.

 

Recommendation
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Information Technology

Computerized data is a valuable resource that City offi cials rely on to 
make fi nancial and non-fi nancial decisions and report to State agencies.  
If computers on which this data is stored fail, or the data is lost or 
altered, either intentionally or unintentionally, the results could range 
from inconvenient to catastrophic. Even small disruptions can require 
extensive time and effort to evaluate and repair. For this reason, it is 
important that City offi cials control and monitor computer system 
access and usage, establish a formal disaster recovery plan, formulate 
a breach notifi cation policy, and ensure that computerized data and 
assets are physically secured and backups are secure and encrypted. 

The Council did not develop and implement comprehensive IT 
policies and procedures to effectively safeguard the City’s computer 
systems and data and provide guidance to City employees on the 
appropriate use of these resources. Access to City computer systems 
was not suspended immediately upon termination of employment.  
User accounts were still enabled for seven individuals who separated 
from City service. We also found that some users unnecessarily 
had administrative rights on their computers. City offi cials neither 
developed a formal disaster recovery plan to address the effects 
of potential disasters nor complied with the law that requires the 
adoption of a breach notifi cation policy. As a result, the City’s IT 
resources, systems, and its electronic data are subject to increased risk 
of unauthorized access, manipulation, theft, and loss or destruction. 

Effective access controls provide reasonable assurance that computer 
resources are protected from unauthorized use or modifi cations by 
restricting users’ access to only those applications, resources, and 
data that are necessary for their day-to-day duties and responsibilities. 
This includes policies and procedures designed to limit access to 
data.  City employees are assigned user accounts to enable them 
to access the City’s network. Any changes to user access accounts, 
including additions, deletions, and modifi cations, must be authorized 
and approved in writing by appropriate City offi cials. Additionally, 
user accounts must be deactivated as soon as an employee leaves City 
service. The IT Specialist is responsible to ensure user accounts for 
the IT system are managed in a timely and satisfactory manner. 

Network User Accounts — Network access controls limit or detect 
inappropriate access to computer resources, thereby protecting them 
from unauthorized modifi cation, loss, and disclosure. Access controls 
provide reasonable assurance that computer resources are protected 
from unauthorized use or modifi cation. An employee’s unique user 

User Accounts 
and Access Controls
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account and user access must be disabled when the individual is on 
extended leave, or when employment has been terminated.  

The City did not have written policies for assigning and deactivating 
user accounts. The process used by the City for terminating access 
to the City’s network is inadequate. The Personnel Department did 
not formally notify the IT Specialist when an employee left City 
service; instead, the IT Specialist relied on word of mouth to identify 
users leaving City employment. We reviewed all 169 employee 
user accounts as of August 2012 and found that seven employees 
remained on the active directory between 89 days and 10 years after 
terminating their employment. Failure to promptly remove the access 
rights of inactive employees increases the risk that unauthorized users 
could inappropriately gain access to a system and change, destroy, or 
manipulate confi dential and/or critical data. 

Power Users — The City should grant user rights based on the concept 
of least privilege and only authorize users access to the systems 
which are necessary to accomplish their job duties. Power users have 
the capability to access all functions within the software. Therefore, 
to reduce the risk that City resources could be misappropriated, user 
rights should be restricted based on job responsibilities. 

We found that fi ve individuals, all who work in the Treasurer’s offi ce, 
have power user rights to the City’s fi nancial software package. 
With power user rights, they have unrestricted access to all functions 
within the software package.  Therefore, they could add new users 
to the system and change users’ access rights. They also could make 
payments. The Treasurer, Deputy Treasurer, accounts payable clerk, 
senior bookkeeper and a temporary worker all have this level of 
access.  The Treasurer was the only one of the fi ve users who needed 
to have this level of access; all others should have been restricted by 
their job responsibilities.  

All of the power users were set up by the fi nancial system vendor; 
however, the temporary worker was given power user access by 
the Deputy Treasurer, who is the system administrator. The Deputy 
Treasurer stated that she granted the temporary worker the same 
access as the individual whom the temporary worker was replacing. 
The job duties for this position do not require power user rights. 

Due to the improper assignment of power user privileges, there is an 
increased risk that unauthorized changes to the accounting records, 
software security settings, and user authorization privileges could 
occur and go undetected.
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Administrative Access — Users with administrative access can 
assign user rights and access control permissions as necessary.  
Administrators can install and uninstall applications and make 
adjustments to security and system settings at will.  Administrators can 
not gain access to other users’ data or access other users’ applications. 
Conversely, a user account only can perform common tasks, such as 
running applications, using local and network printers, and locking 
the computer. Users must have restricted rights to prevent them from 
threatening the system’s security. 

All of the City’s system users have administrative access rights on 
their assigned computers.  The IT Specialist told us that he granted 
administrative rights to users because certain applications are 
inoperable without these rights.  Although users have administrative 
rights, they do not have access to the entire system; they are restricted 
by domain groups or user accounts. However, they can download 
and install software and make adjustments to security settings on 
their assigned components of the system without prior knowledge or 
approval. 

Granting unnecessary administrative rights to users makes the system 
vulnerable to attacks from outsiders seeking to gain access. The ability 
to potentially download and install unauthorized software increases 
the risk that sensitive or critical data may be lost or compromised.

State Technology Law requires local governments to establish an 
information breach notifi cation policy. The policy must detail how 
employees would notify individuals whose personal, private or 
sensitive information was, or is reasonably believed to have been, 
acquired by a person without valid authorization.  It is important for 
the disclosure to be made in the most expedient time possible and 
without unreasonable delay, consistent with the legitimate needs of 
law enforcement or any measures necessary to determine the scope 
of the breach and restore the reasonable integrity of the data system.  

The City did not have an information breach notifi cation policy 
because the Council was unaware of the requirement to establish such 
a policy.  Without a formal breach notifi cation policy, the City may 
not be able to fulfi ll its legal obligation to notify affected individuals 
in the event that sensitive information is compromised.

A comprehensive IT policy includes a disaster recovery plan to 
prevent or minimize the loss of computerized equipment and data, 
and provide procedures for recovery in the event of an actual loss. A 
disaster could be any unplanned event that compromises the integrity 
and the data of the IT systems.  Even small disruptions can require 
extensive effort and cost to evaluate and repair. Typically, disaster 

Breach Notifi cation

Disaster Recovery
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recovery planning involves an analysis of business processes and 
continuity needs, and defi nes the roles of key individuals.  It also may 
include a signifi cant focus on disaster prevention. 

City offi cials have not developed a comprehensive disaster recovery 
plan. Consequently, in the event of a disaster, City employees do not 
have guidance or a plan in place to follow to restore or resume critical 
operations in a timely manner.  The lack of a disaster recovery plan 
could lead to loss of important fi nancial and confi dential data along 
with a serious interruption to the City’s operations, such as not being 
able to process checks to pay vendors or employees.

5. The Council should establish policies and procedures detailing 
how users are added and removed from the system.

6. City offi cials should limit individual system users’ access to 
modules to only those needed to perform their job responsibilities.

7. City offi cials should not assign power user rights to individuals 
who do not need them to perform their job responsibilities.

8. The Council should ensure that administrative rights are restricted 
on computers to minimize system vulnerability.

9. The Council should adopt a comprehensive IT policy that includes 
the breach notifi cation requirement.

10. The Council should develop and adopt a formal written disaster 
recovery plan for the City’s protection in the event of a catastrophe. 
The plan should outline procedures for employees to follow if 
disaster occurs or operations are interrupted.  The plan should 
be distributed to and discussed with responsible parties, tested, 
and updated at regular intervals to ensure that the City’s safety is 
addressed at all levels.

Recommendations
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APPENDIX A

RESPONSE FROM LOCAL OFFICIALS

The local offi cials’ response to this audit can be found on the following pages. 

The City’s response letter also contained fi ve additional exhibits that we did not include in our audit 
report.  Since the City’s response letter generally describes the exhibit’s contents and their importance 
in suffi cient detail, we did not include the exhibits in Appendix A.
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 See
 Note 1
 Page 21

 See
 Note 2
 Page 21
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 See
 Note 8
 Page 22

 See
 Note 7
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 Note 6
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 Note 5
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 Note 4
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 Note 2
 Page 21

 See
 Note 3
 Page 21

 See
 Note 2
 Page 21
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 See
 Note 10
 Page 22

 See
 Note 9
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APPENDIX B

OSC COMMENTS ON THE CITY’S RESPONSE

Note 1

The City uses a decentralized purchasing system in which department heads are responsible for 
procuring goods and services for their respective departments. The City’s procurement policy is not 
comprehensive enough to ensure that individual departments procure goods and services at the best 
price possible.  For example, the policy does not provide guidance on using request for proposals for 
obtaining professional services, evaluating proposals, and determining if purchases are emergency in 
nature or if a vendor is a sole source for a specifi c procurement.

Note 2

Although professional services are not subject to bidding requirements, it is important that City offi cials 
seek competition when awarding such contracts to help ensure that these contracts are awarded in the 
best interests of the taxpayers. City offi cials continued the services of vendors by extending existing 
contracts without seeking competition periodically.  For example, City offi cials have retained the 
services of a law fi rm since 1990. By awarding professional service contracts without the benefi t of 
competition, City offi cials cannot assure taxpayers that these services are procured in the most prudent 
and economical manner and without favoritism.

Note 3

We have amended the fi nal report to refl ect that this procurement was made in accordance with the 
City’s policy.

Note 4

Based on the additional information City offi cials provided during the exit conference, we determined 
that the vendor is a sole source provider. We have revised the report to refl ect the change.

Note 5

City offi cials did not provide adequate documentation to support their claim that this is a sole source 
provider.  City offi cials obtained a letter from the vendor that indicated that  the vendor is an authorized 
distributor.  City offi cials did not provide any documentation to support that other vendors would not 
be able to provide these goods and services.

Note 6

City offi cials provided us with four different State contract numbers; the vendor was not included as 
an approved State contract vendor for computer equipment in any of these contracts.
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Note 7

We identifi ed several other vendors that provide bullet proof vests and do not agree that this vendor is 
a sole source provider.  City offi cials did not provide any documentation to support that the items were 
purchased under the government contract pricing.

Note 8

City offi cials did not provide adequate documentation to support their claim that these repairs were an 
emergency.

Note 9

Besides a letter from the vendor dated May 8, 2013, (the day of our exit conference) claiming to be a 
sole source provider, City offi cials failed to provide adequate documentation to support their claim that 
other vendors would not be able to provide these items. 

Note 10

We reviewed the City Charter for reports that should be submitted to the Council for proper oversight, 
obtained and reviewed various months of Council minutes and interviewed two Council members.  
The Council members stated that they did not receive any written reports and accepted verbal fi nancial 
information because they trusted that those responsible were performing their jobs.  City offi cials did 
not provide any supporting documentation that written reports were provided periodically, as outlined 
in the City Charter, to aid the Council in monitoring City fi nancial operations.
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APPENDIX C

AUDIT METHODOLOGY AND STANDARDS 

Our overall goal was to assess the adequacy of the internal controls put in place by offi cials to safeguard 
City assets. To accomplish this, we performed an initial assessment of the internal controls so that we 
could design our audit to focus on those areas most at risk. Our initial assessment included evaluations 
of the following areas: control environment, fi nancial condition, budgeting, accounting records and 
reports, cash management, cash receipts and disbursements, purchasing, claims processing, payroll 
and personal services, real property taxes, and information technology.

During the initial assessment, we interviewed appropriate City offi cials, performed limited tests 
of transactions and reviewed pertinent documents, such as City policies and procedures manuals, 
Council minutes, and fi nancial records and reports. In addition, we obtained information directly 
from the computerized fi nancial databases and then analyzed it electronically using computer-assisted 
techniques. This approach provided us with additional information about the City’s fi nancial transactions 
as recorded in its databases. Further, we reviewed the City’s internal controls and procedures over the 
computerized fi nancial databases to help ensure that the information produced by such systems was 
reliable.

After reviewing the information gathered during our initial assessment, we determined where 
weaknesses existed, and evaluated those weaknesses for the risk of potential fraud, theft and/
or professional misconduct. Based on that evaluation, we determined that controls appeared to be 
adequate and limited risk existed in most of the fi nancial areas we reviewed. We then decided on the 
reported objective and scope by selecting for audit the area most at risk. To accomplish the objective 
of this audit and obtain valid audit evidence, our procedures included the following:

• We reviewed Council minutes to determine the timing and nature of events.

• We reviewed contracts associated with purchases and services.

• We interviewed Council members, department heads, the IT Specialist and the Deputy 
Treasurer.

• We obtained and reviewed City policies and procedures related to IT and procurement.

• We performed an analysis of the City’s purchasing transactions and reviewed the documentation 
for the payments. 

• We obtained the list of user accounts in the active directory and compared them to the current 
staff list.

• We tested multiple computers and servers by running audit software, and examining temporary 
internet fi les, cookies, and internet histories.
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• We reviewed the City Charter to determine the Treasurer’s fi nancial reporting responsibilities.

• We examined the server rooms and server rack for physical security.

We conducted this performance audit in accordance with generally accepted government auditing 
standards (GAGAS). Those standards require that we plan and perform the audit to obtain suffi cient, 
appropriate evidence to provide a reasonable basis for our fi ndings and conclusions based on our audit 
objective. We believe that the evidence obtained provides a reasonable basis for our fi ndings and 
conclusions based on our audit objective.
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APPENDIX D

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT

Offi ce of the State Comptroller
Public Information Offi ce
110 State Street, 15th Floor
Albany, New York  12236
(518) 474-4015
http://www.osc.state.ny.us/localgov/

To obtain copies of this report, write or visit our web page: 
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APPENDIX E
OFFICE OF THE STATE COMPTROLLER

DIVISION OF LOCAL GOVERNMENT
AND SCHOOL ACCOUNTABILITY
Andrew A. SanFilippo, Executive Deputy Comptroller

Nathaalie N. Carey, Assistant Comptroller

LOCAL REGIONAL OFFICE LISTING

BINGHAMTON REGIONAL OFFICE
H. Todd Eames, Chief Examiner
Offi ce of the State Comptroller
State Offi ce Building - Suite 1702
44 Hawley Street
Binghamton, New York  13901-4417
(607) 721-8306  Fax (607) 721-8313
Email: Muni-Binghamton@osc.state.ny.us

Serving: Broome, Chenango, Cortland, Delaware,
Otsego, Schoharie, Sullivan, Tioga, Tompkins Counties

BUFFALO REGIONAL OFFICE
Robert Meller, Chief Examiner
Offi ce of the State Comptroller
295 Main Street, Suite 1032
Buffalo, New York  14203-2510
(716) 847-3647  Fax (716) 847-3643
Email: Muni-Buffalo@osc.state.ny.us

Serving: Allegany, Cattaraugus, Chautauqua, Erie,
Genesee, Niagara, Orleans, Wyoming Counties

GLENS FALLS REGIONAL OFFICE
Jeffrey P. Leonard, Chief Examiner
Offi ce of the State Comptroller
One Broad Street Plaza
Glens Falls, New York   12801-4396
(518) 793-0057  Fax (518) 793-5797
Email: Muni-GlensFalls@osc.state.ny.us

Serving: Albany, Clinton, Essex, Franklin, 
Fulton, Hamilton, Montgomery, Rensselaer, 
Saratoga, Schenectady, Warren, Washington Counties

HAUPPAUGE REGIONAL OFFICE
Ira McCracken, Chief Examiner
Offi ce of the State Comptroller
NYS Offi ce Building, Room 3A10
250 Veterans Memorial Highway
Hauppauge, New York  11788-5533
(631) 952-6534  Fax (631) 952-6530
Email: Muni-Hauppauge@osc.state.ny.us

Serving: Nassau and Suffolk Counties

NEWBURGH REGIONAL OFFICE
Tenneh Blamah, Chief Examiner
Offi ce of the State Comptroller
33 Airport Center Drive, Suite 103
New Windsor, New York  12553-4725
(845) 567-0858  Fax (845) 567-0080
Email: Muni-Newburgh@osc.state.ny.us

Serving: Columbia, Dutchess, Greene, Orange, 
Putnam, Rockland, Ulster, Westchester Counties

ROCHESTER REGIONAL OFFICE
Edward V. Grant, Jr., Chief Examiner
Offi ce of the State Comptroller
The Powers Building
16 West Main Street – Suite 522
Rochester, New York   14614-1608
(585) 454-2460  Fax (585) 454-3545
Email: Muni-Rochester@osc.state.ny.us

Serving: Cayuga, Chemung, Livingston, Monroe,
Ontario, Schuyler, Seneca, Steuben, Wayne, Yates Counties

SYRACUSE REGIONAL OFFICE
Rebecca Wilcox, Chief Examiner
Offi ce of the State Comptroller
State Offi ce Building, Room 409
333 E. Washington Street
Syracuse, New York  13202-1428
(315) 428-4192  Fax (315) 426-2119
Email:  Muni-Syracuse@osc.state.ny.us

Serving: Herkimer, Jefferson, Lewis, Madison,
Oneida, Onondaga, Oswego, St. Lawrence Counties

STATEWIDE AUDITS
Ann C. Singer, Chief Examiner
State Offi ce Building - Suite 1702 
44 Hawley Street 
Binghamton, New York 13901-4417
(607) 721-8306  Fax (607) 721-8313
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