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Dear Superintendent Culot and Members of the Board of Education: 

One of the Office of the State Comptroller’s (OSC) primary 
objectives is to identify areas where school district officials can 
improve their operations and provide guidance and services 
that will assist them in making those improvements. OSC also 
works to develop and promote short-term and long-term 
strategies to enable and encourage officials to reduce costs, 
improve service delivery and to account for and protect their 
school district’s assets. 

In accordance with these objectives, we conducted an audit of 
the South Orangetown Central School District (District) to 
determine whether District officials ensured network user 
accounts were adequately managed. As a result of the audit, we 
issued a report, dated August 2022, identifying certain 
information technology (IT) conditions and opportunities for 
the District Board of Education’s (Board), Director of 
Technology’s (IT Director) and personnel assistant’s review 
and consideration (Figure 1). In response to the audit, District 
officials filed a corrective action plan (CAP) with OSC on 
October 13, 2022.1 The CAP identified the actions officials 
took or planned to take to implement the audit 
recommendations. 

To further our policy of providing assistance to local governments and school districts, we revisited 
the District in September 2025 to review progress in implementing the audit’s recommendations. 
The follow-up review was limited to interviews with the IT Director and other District personnel 

1 See Appendix A for the District’s CAP to the OSC audit report. 

Figure 1: South Orangetown 
Central School District 2022 
OSC Audit Report 

https://www.osc.ny.gov/files/local-
government/audits/2022/pdf/south-

orangetown-2022-24.pdf 
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and inspection of certain data and documents related to the issues identified in the report and 
confidential communications with District officials.2 
 
Of the four recommendations contained in the 2022M-24 report, we determined, based on our 
limited procedures, that the Board, IT Director and personnel assistant fully implemented one 
recommendation and partially implemented three recommendations. As a result, the District’s 
network user accounts continued to have increased risk for use to inappropriately access and view 
personal, private and sensitive information (PPSI)3 on the network or gain access to or control over 
other IT functions. We also reviewed progress in implementing the recommendations related to 
the sensitive IT control weaknesses that we reported to officials confidentially and communicated 
those results confidentially to District officials. 
 
Recommendation 1 – Network Access Procedures 
 
The Board should ensure District procedures for granting, changing and disabling network access 
are consistently followed by all departments. 
 
Status of Corrective Action: Partially Implemented 
 
Observations/Findings: Beginning in November 2024, the District’s Assistant Superintendent of 
Technology and Innovation created an automated workflow to help handle network user account 
access granting, changing and disabling activities by automatically routing each network access 
request through a standard approval process. The workflow grants access to network user accounts 
using roles based on job descriptions entered into the District’s Human Resources (HR) software. 
When an employee’s network access needs to change due to role changes, District policy requires 
each employee’s department head to submit a form to the HR department, and for IT department 
staff to review submitted forms and implement the access change needed. When a user’s network 
access needs to be disabled, the user’s department head is responsible for submitting a termination 
request form. HR department staff are then responsible for removing the user’s employee record 
from the HR software, upon which the automated system automatically disables the user’s network 
account. IT department staff will then confirm that the automated system disabled the user’s 
network account when they receive a termination request form. 
 
We obtained lists of the 603 current and terminated employees from the HR software and the 682 
enabled nonstudent network user accounts as of September 2025. We compared the two lists and 
determined there were no network user accounts that remained enabled for terminated employees. 
 
We also reviewed the 36 termination request forms submitted during the 2024-25 school year to 
verify that the automated workflow disabled the employee’s network user account and IT 
department staff confirmed the account was disabled. Our review determined that department 
heads submitted all 36 termination request forms in a timely manner. However, while the Board 
President told us the Board emphasized the HR department’s role in ensuring timely network 
access account management, we determined that HR department staff did not always remove 

 
2 The audit also examined the adequacy of certain sensitive IT controls. Because of the sensitivity of some of this information, we communicated 
it confidentially to District officials. 
3 PPSI is any information to which unauthorized access, disclosure, modification, destruction or use – or disruption of access or use – could have 
or cause a severe impact on critical functions, employees, customers (students), third parties or other individuals or entities. 
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employees’ records from the HR software in a timely manner, resulting in seven terminated 
employees’ network user accounts remaining enabled for up to 20 days after their termination 
dates. We did confirm that all 36 employees’ network user accounts were disabled as soon as the 
employees’ records were removed from the HR software. 
 
The Board President said they will ensure that all procedures related to network user account 
management, including account creation, role or location changes and account termination, are 
followed consistently by every department, department head and building administrator. This will 
be accomplished and reinforced by all department heads and building administrators annually 
reviewing and acknowledging the District’s account management procedures, and through 
administrative training that clarifies the responsibilities associated with employee onboarding, 
internal transfers and separations.  
 
Because network access was not always disabled in a timely manner and in accordance with 
District procedures, the District’s network user accounts continued to have increased risk for use 
to inappropriately access and view PPSI on the network or to gain access to, or control over, other 
IT functions. 
 
Recommendation 2 – Nonemployee Network User Account List 
 
The IT Director should maintain a list of authorized nonemployee network user accounts and 
routinely evaluate and disable any unnecessary accounts. 
 
Status of Corrective Action: Partially Implemented 
 
Observations/Findings: The IT Director and Information Services Specialist told us that, 
subsequent to the audit, they began maintaining a list of nonemployees (e.g., vendors) with 
authorized network access. The IT department manually updated the list when they received a 
request ticket from the HR department upon a nonemployee joining or separating from the District. 
The IT Director also told us that nonemployee network user accounts are configured to 
automatically expire, which disables the account from being used to log in one year after the 
accounts were created, and any account not used for 90 days before the one-year period’s end are 
automatically disabled.  
 
As of September 2025, the District’s nonemployee list included seven nonemployee network user 
accounts. However, during our review of the 3,801 enabled network user accounts, we identified 
14 nonemployee network user accounts, seven of which were unnecessary and not included on the 
IT department’s nonemployee network user account list. One user account was assigned to a 
former contractor and bypassed the District’s automated process to disable accounts because the 
account was created prior to the IT department implementing the list and was not added manually. 
Another user account was assigned to a school resource officer who should have been added to the 
list so the account would have been automatically disabled after one year as expected. The 
remaining five user accounts were Board of Cooperative Educational Services (BOCES) and 
Lower Hudson Regional Information Center accounts that should have been disabled. The IT 
Director stated that they missed the seven user accounts when performing a manual review and 
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that they will discuss the unneeded accounts with their BOCES support providers to facilitate 
better account management. 
 
Because unnecessary nonemployee network user accounts were not always disabled in a timely 
manner, the District’s network user accounts continued to have an increased risk for use to 
inappropriately access and view PPSI on the network or to gain access to or control over other IT 
functions. 
 
Recommendation 3 – Account Termination Request Forms 
 
The IT Director should ensure that network user accounts are disabled as soon as account 
termination request forms are received. 
 
Status of Corrective Action: Partially Implemented 
 
Observations/Findings: As noted in Recommendation 1, we reviewed the 36 termination request 
forms submitted during the 2024-25 school year and verified that none of the associated accounts 
remained enabled as of September 2025. However, our review determined that the accounts were 
not always disabled in a timely manner. 
 
The District’s IT department uses software to automatically disable employee network user 
accounts when the account users’ employee records are removed from the District’s HR software. 
Upon an employee record being successfully removed, the HR software creates and sends a request 
ticket to the IT department to review the account, including the applications to which the account 
had access, and to ensure all equipment assigned to the user was returned to the District. Based on 
our review of the 36 termination request forms submitted during the 2024-25 school year, 29 
employee records were removed from the HR software upon the forms’ receipt and the remaining 
seven were removed up to 20 days after. The IT Director could not provide a reason for the delay 
in the HR department removing terminated employees’ records from the HR software.  
 
Recommendation 4 – Employee Network User Account List 
 
The personnel assistant should maintain a list of authorized employee network user accounts and 
ensure account termination request forms are submitted to the IT department whenever an 
employee leaves District service. 
 
Status of Corrective Action: Fully Implemented 
 
Observations/Findings: The District’s HR software helps manage employee records and feeds an 
automated system that updates network user accounts. The personnel assistant uses this software 
to generate and maintain a list of authorized employee network user accounts. The IT department, 
including the personnel assistant, receives email notifications from the automated system when an 
employee’s status changes in the HR software. The personnel assistant told us she reviewed Board 
meeting minutes and would follow up with former employees’ department heads to request 
termination forms or updates if not received in a timely manner. Of the 36 employees who 
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separated from the District during the 2024-25 school year, we determined that the IT department 
received termination request forms for all 36 employees. 
 
During our review, we discussed the basis for our recommendations and the operational 
considerations relating to these issues. We encourage the District’s Board, IT Director and 
personnel assistant to continue their efforts to fully implement our recommended improvements. 
For additional guidance, the District’s Board, IT Director and personnel assistant should refer to 
OSC’s Local Government Management Guide: Information Technology Governance, Protecting 
Sensitive Data and Other Local Government Assets: A Non-Technical Cybersecurity Guide for 
Local Leaders and New York Local Government and School Cybersecurity: Cyber Profile, which 
are available on our website (Figure 2). 
 
Figure 2: OSC Local Government Management Guide and Publications 
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https://www.osc.ny.gov/files/local-
government/publications/pdf/informatio

n-technology-governance.pdf 

https://www.osc.ny.gov/files/local-
government/publications/pdf/cyber-

security-guide.pdf 

https://www.osc.ny.gov/files/local-
government/publications/pdf/nys-local-

gov-school-cyber-profile.pdf 

 
Thank you for the courtesies and cooperation extended to our auditors during this review. If you  
have any further questions, please contact Jennifer Kenneson, Chief Information Systems Auditor, 
at (518) 738-2639. 
 

Sincerely, 
       
 
       Robin L. Lois, CPA 
       Deputy Comptroller 

https://www.osc.ny.gov/files/local-government/publications/pdf/information-technology-governance.pdf
https://www.osc.ny.gov/files/local-government/publications/pdf/information-technology-governance.pdf
https://www.osc.ny.gov/files/local-government/publications/pdf/information-technology-governance.pdf
https://www.osc.ny.gov/files/local-government/publications/pdf/cyber-security-guide.pdf
https://www.osc.ny.gov/files/local-government/publications/pdf/cyber-security-guide.pdf
https://www.osc.ny.gov/files/local-government/publications/pdf/cyber-security-guide.pdf
https://www.osc.ny.gov/files/local-government/publications/pdf/nys-local-gov-school-cyber-profile.pdf
https://www.osc.ny.gov/files/local-government/publications/pdf/nys-local-gov-school-cyber-profile.pdf
https://www.osc.ny.gov/files/local-government/publications/pdf/nys-local-gov-school-cyber-profile.pdf
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Appendix A – District’s CAP for the OSC Audit Report 
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