INTERNAL CONTROLS OVER SECURE ACCESS TO SFS OR BUSINESS UNIT FMS

AUDIT PROGRAM
Consider the audit program below to support the Business Unit’s assessment of internal controls relating to Security Access to SFS or the Business Unit’s financial management system.  Please disclose (i) whether the controls are working as intended to provide reasonable assurance that the Business Unit has provided and maintained appropriate, secure access to SFS or the Business Unit’s financial management system, (ii) any lack of controls or weaknesses in established controls, and (iii) a corrective action plan or compensating controls for any lack of controls or weaknesses in established controls. In addition, SFS published a Recommended Internal Controls Compliance Review Audit Program that agencies may reference to assess their internal controls.  This document also contains a list of queries that may be beneficial to use during the assessment process.  Please see SFSSecure for more information.   
	Control Objective and Activities
	Testing
	Results of Testing; Corrective Action Plan or Compensating Controls for Weaknesses Identified

	A. Security Policies and Practices
1. Assess the Agency Security Administrator (ASA) or security designee’s understanding of the Business Unit and the Statewide Financial System (SFS) security administration process. 
Determine if:

a. The Business Unit has established policies over user access and role assignment.  

b. The ASA or security designee is aware of Business Unit policies.

c. The ASA or security designee is familiar with SFS policies over user access and role assignment.

d. The Business Unit policies are sufficient and appropriate to safeguard data and transactions.

e. The Business Unit policies coincide with the SFS policies over user access and role assignment.

For agencies that are not directly entering into SFS:  Similar tests should be designed based on the system access of the financial management system used.


	a. Obtain all Business Unit and SFS policies over user access and role assignment. 


b.- c. Interview the ASA or security designee about their knowledge of both Business Unit and SFS security policies.

d.-e. Review the Business Unit and SFS policies.  Determine if the Business Unit policies are sufficient and appropriate, and if they conflict or negate any of the SFS policies.  

Link to SFS Policy - https://www.sfs.ny.gov/files/security/SFSSecurityPolicy.pdf
Review material exceptions with management.


	

	B. Adding/deleting access permissions
1. Assess if the ASA or security designee (when notified) adds or deletes user access permissions timely based on changes in the user employment status. 

Determine if:

a. The changes are documented. 

b. The ASA or security designee ensures new users are assigned appropriate roles according to the business need of their job duties.

c. The adding of a new user is timely.

d. The ASA or security designee deletes user access for those who retire, are terminated or are otherwise no longer employed with the Business Unit. 

e. The deleting of user access is timely. 

	a. Obtain a list from the ASA or security designee of the most recent users who have had access added or deleted.  Also obtain all documentation from the ASA or security designee pertaining to the addition or deletion (i.e., requests from management, help desk tickets, etc.). Review the documentation and determine if it provides sufficient detail to support adding or deleting the user (i.e., dates add/delete occurred, management approvals, justifications, etc.).  Review material exceptions with management.


b.-c. Obtain from Human Resources a list of all employees, with their title and job duties, who were hired in the last 180 days. BSC-hosted agencies can use the Human Capital Management Report (NY_JOB_AND_POSITION_DBS) which provides 
the Agency Code, Employee Name, Emp. ID, Position Number, and Division, Bureau, and Section information. 

Run query NY_USER_LIST_WITH_ROLES_ALL (Roles Query) and determine which employees have user access. (Note:  When running this query, save the results for all users as they will be used in subsequent tests covered in this assessment program).  For those employees with SFS access, 
(i) Determine whether the employee’s assigned role is consistent with his or her job descriptions and other employees in the same title, 
(ii) Review supporting documentation (e.g., help desk tickets, e-mail requests, written forms, etc.) to determine the length of time it took to gain authorized access to the SFS.  Review the NY_SEC_ADMIN_ACTIVITY query to see if the changes align between the HR and ASA notification.  
· For those cases where it took a material amount of time for the user to gain access, determine how the new user performed his or her job duties prior to obtaining an SFS user ID and password (e.g., did the user obtain access to the system through another user’s ID and password?).  
Document material exceptions and review with management.
d.-e. Obtain from Human Resources a list of all employees, including title and job duties, whose employment with the Business Unit terminated within the last 180 days.  Compare the names of terminated employees with the results of the Roles Query from step b above and identify any terminated employees still on the User List.  If the employees on the Human Resource list are not on the Roles Query list, their access was terminated.   
(i) For all terminated employees still on the user list, document the length of time with SFS access after termination.  Review material exceptions with management.
(ii) Review reports from SFS to determine whether these employees affected any transactions at the Business Unit after their termination date.  Review all exceptions with management.

	

	C. Changing access permissions
1.  Determine if the ASA (when notified) changes user roles and access when the user has a change in their job title/duties/description. 

Determine if: 

a. The changes are documented.

b. The ASA changes the user roles and access for users that change positions in the Business Unit (e.g., promotion, demotion, or work in a different functional area). 

c. The changes are timely.

d. The ASA notifies the user and management when the user role or access changes.
For agencies that are not directly entering into SFS:  Similar tests should be designed based on the system access of the financial management system used.


	a. Obtain a list from the ASA or security designee of the most recent users who have had changes in user access and documentation pertaining to the change (i.e., requests from management, help desk tickets, etc). Review the documentation and determine if it provides sufficient detail to support the change (i.e., dates changes occurred, management approvals, justifications, etc.).  Document material exceptions and review with management.
b. Obtain from Human Resources a list of all employees who changed titles or job duties at the Business Unit within the last 180 days, and include their former and new job titles and duties. From the Roles Query created in step B1(b), create a list of those employee’s user roles. (i) Compare the user roles to their job descriptions, and (ii) compare their roles to other users in the same title, and determine if the roles assigned are appropriate. In addition, interview the user and their manager about if their roles are necessary and sufficient for the business need of the user.  Document material exceptions and review with management.


c.-d. Contact the user who had a role change and his or her manager. Ask them the length of time it took to obtain the updated and appropriate user access after the change request was sent to the ASA or security designee.  Document material exceptions and review with management. 
	

	D. Role Mapping 
(Role mapping is the assignment of user security roles and other user-specific settings to the employees within agencies that will use the SFS.)
1. Vendor File - Agencies are responsible for registering vendors with whom they do business into the Statewide Vendor File. Assess whether proper separation of duties exist for users that have the AP Vendor Requestor Role.  

a. A user with this role must not also have any of the following roles: 

· PO Requestor

· PO Requestor Lvl 1

· PO Processor

· PO Processor Lvl 1
· PO Contract Processor

· PO Contract Processor Lvl 1
· PO PSP Method Update
· AP Processor

· AP Adjustment Processor

b. Determine if the number of Business Unit users with the AP Vendor Requestor Role is appropriate - assignment of this role should be limited.

For agencies that are not directly entering into SFS:  Similar tests should be designed based on the system access of the financial management system used.


	a. Using the Roles Query from step B1(b), create a list of all Business Unit users who have the AP Vendor Requestor Role and determine if they are also incorrectly assigned any of the following roles listed in C.1.a. 

b. From the list of users assigned the AP Vendor Requestor Role, obtain from Human Resources the employees’ job titles and duties.  Review the users’ job descriptions and interview management to determine if, (i) the users assigned this role have a business need for it, and (ii) if the number of users with the roles is necessary and appropriate.  Document all exceptions and review with management. 
Link to SFS Separation of Duties Matrix - https://www.sfs.ny.gov/files/security/SeparationOfDutiesMatrix20170929.xlsx

	

	Role Mapping

2. Procurement and Accounts Payable
a. Determine if the ASA or security designee avoids assigning incompatible roles to a user to minimize the risk of inappropriate, unauthorized or fraudulent activities and transactions. 

b. Determine if the ASA or security designee periodically reviews user roles to ensure no incompatible and overlapping duties exist between roles. 

c. Determine if only the ASA or security designees add, delete or make changes to user access in the system.

For agencies that are not directly entering into SFS:  Similar tests should be designed based on the system access of the financial management system used.


	a.  (i) Using the Roles Query from step B1(b), create a list of all users and their roles.  Verify if any user assigned a role listed in numbers 1-10 below are also assigned a conflicting role. Document material exceptions and review with management.
(ii) Sample at least one user from each role below, and observe them attempt to process a transaction from start to finish.  If the Business Unit has established users that can process a transaction from start to finish, there must be a documented Business Purpose and a compensating control for those exceptions.  Document material exceptions and review with management.
(iii) Select a sample of transactions and test the use of user ID and passwords. For these transactions, test at a minimum the AP Approver Role and verify the user was working on the day the transaction was approved.  Obtain the user’s approved time card for verification.  Document material exceptions and review with management.
Any exceptions identified for (i)-(iii) above must be reported to the Office of the State Comptroller via the BSE Agency Internal Control Certification Committee (BSEInternalControlCert@osc.state.ny.us), the Statewide Financial System (HelpDesk@sfs.ny.gov with a subject of “Route to SFS Security”), and agency management.
1. PO Requestor and PO Requestor – LVL 1 should not also be assigned to PO Req Approver Levels 1 through 3, PO Req Approver All, PO Return to Vendor Processor, AP Processor, or AP Vendor Requestor.
2. PO Processor and PO Processor – LVL 1 should not also be assigned to PO Approver Levels 1 & 2, PO Approver All, PO Receiver, PO PSP Method Update, PO Return to Vendor Processor, AP Approver Level 3, AP Approver All, AP Processor, or AP Vendor Requestor.
3. PO Receiver should not also be assigned to PO Processor, PO Processor Level 1, PO Return to Vendor Processor, AP Approver Level 3, or AP Approver All.
4. PO Return to Vendor Processor should not also be assigned to any level of PO Requestor, PO Processor, PO Receiver, or AP Approver Levels 1 through 3, AP Approver All.
5. PO P-Card Reconciler should not also be assigned to PO P-Card Approver.
6.  AP Processor should not also be assigned to PO Processor, PO Approver Levels 1 & 2, PO Approver - All, AP Approver – All Levels, PO Requestor, PO Requestor Level 1, PO Processor Level 1, PO Req Contract Approver, PO Req Approver Levels 1 through 3, PO Req Approver All, PO Contract Processor, PO Contract Processor Level 1, PO PSP Method Update and AP Vendor Requestor.
7.  AP Adjustment Processor should not also be assigned to AP Vendor Requestor, AP Approver Levels 1 through 3, or AP Approver All.
8. AP Approver Levels 1 & 2 should not also be assigned to PO Return to Vendor Processor, AP Processor, or AP Adjustment Processor.

9. AP Approver 3 or AP Approver All should not also be assigned to PO Processor, PO Receiver, PO Processor Level 1, PO Return to Vendor Processor, AP Processor, or AP Adjustment Processor.
10. AP Approver Ad Hoc should not also be assigned to AP Processor.
b. Interview the ASA or security designee and determine if they periodically review user roles for conflicts, their methodology to do so and the frequency of review.  Obtain and review any documentation the ASA maintains to support this activity.  Document material exceptions and review with management.
Link to SFS Role Mapping Guidance -  https://www.sfs.ny.gov/secure/files/security/RoleGuide_SODMatrix.xlsx
c. From any of the tests performed in the steps above (i.e., testing new user access, deleting a user, changing user access), select a sample and test the sharing of the ASA or security designee’s user ID and password. Obtain the approved time card for ASA or security designee for the date the addition, deletion or change was made and verify the ASA or security designee was the user who made the change.  Document material exceptions and review with management. 
	

	Role Mapping
3. Determine if users are assigned appropriate access to query and reports.  

Note: In SFS, there are no conflicting issues with user role and their access to reports and query.  However, the access to reports and query should be given only to those users who have a business purpose for access to the information (i.e. some reports and queries allow users to view personal, private, confidential information).

For agencies that are not directly entering into SFS:  Similar tests should be designed based on the system access of the financial management system used.


	a. Using the Roles Query from step B1(b), create a list all users and their roles. Select a sample of users and test if their assigned roles are appropriate for the reports for which they have access.   For users sampled, obtain from Human Resources the users job title and duties. Review the job duties and interview the user and their manager to determine if the user has a business need to view the data in the reports they have been assigned access. Document material exceptions and review with management.


b. Obtain from the ASA or security designee a list of all users who have query access. Also obtain from Human Resources those users job titles and duties.  Review the user’s job duties and interview the user and their manager to determine if the users have a business need to query the Business Unit data.  Document material exceptions and review with management.
c. Using the SFS Role Mapping guide (link identified in the step above), create a list of all user roles. Compare all of the roles to the roles assigned to the Business Unit users in step a. above, and document if there are any users assigned to a role that is not listed in the Role Mapping guide. List the user name, the role name and explain the business purpose of the role. All exceptions identified must be reported immediately to the Office of the State Comptroller via BSE Agency Internal Control Certification Committee (BSEInternalControlCert@osc.state.ny.us), the Statewide Financial System (HelpDesk@sfs.ny.gov with a subject of “Route to SFS Security”), and agency management.
Link to SFS Report and query information-

https://www.sfs.ny.gov/index.php/reference-and-resources/information-centers/internal-control-officer-information-center
	

	E. Employee Data Administration
1. Determine if the Business Unit has appropriate controls in place to ensure the Employee Data Administrator (EDA) makes only appropriate changes to Business unit data. 

Determine if:

a. The changes are documented.

b. The EDA changes user data based on the user’s positions in the Business Unit (i.e. promotion, demotion, works in a different functional area). 

c. The changes are timely.
d. The EDA notifies the user and management when changes are made.

For agencies that are not directly entering into SFS:  Similar tests should be designed based on the system access of the financial management system used.


	a. Obtain a list from the EDA of the most recent users who have had changes in their position in the Business Unit and all supporting documentation related to the change (i.e., requests from management, help desk tickets, etc). Review the documentation and determine if it provides sufficient detail (i.e., dates changes occurred, management approvals, justifications, etc.).  Document material exceptions and review with management.
b. Obtain from Human Resources a list of all employees who changed titles at the Business Unit within the last 180 days, and include their former and new job titles and duties. Compare the user data to demographics of their new positions to ensure the data is correct.   Document material exceptions and review with management.


c.-d. Contact the user and manager whose data has changed and ask them the length of time it took for the changes to be made.  Document material exceptions and review with management.
	


