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SECURE FILE TRANSFER PROTOCOL (SFTP) INSTRUCTIONS

Office of Unclaimed Funds SFTP Application

The Office of Unclaimed Fund’s (OUF) Secure File Transfer Protocol application is a secure and convenient
option to submit your report. The Secure File Transfer Protocol application eliminates the need to encrypt your
files prior to submission. Uploaded files are securely transmitted by means of repository encryption via an
SSL/SSH tunnel utilizing AE256 encryption algorithm.

Prepare Files for Submission

For proper submission of reports to OUF, the file name(s) must meet the naming convention shown in the chart
below and, be in one of the accepted file formats (RPT55, NAUPA, or NYCD1). For additional information on
more reporting options, visit the NYS OUF Website - https://www.osc.state.ny.us/unclaimed-funds/reporters.

File Naming Requirements

2-6

9 -9

10-14
15 -15
16 — 23
24 - 24
25-54
55 -55
56 — 255

Record Identifier Must be a “U”

Last 5 digits of the FEIN or 5 Numeric

Agency Code

Report Sequence Number 2 Numeric (e.g. 01, 02)

e Your first report number should be 01
e There is a maximum of 25 reports per file and a maximum of
99 files per day

Decimal Point 1

File Format 5 Approved file formats are RPT55, NAUPA or NYCD1
Decimal Point 1

Date Submitting Report 8 Numeric (MMDDYYYY)

Decimal Point 1

Reporting Organization Name 30 Alphanumeric

Decimal Point 1

Report Type and Contact 200 Include your email address and phone number

information (phone number and . .
(P e Use “FINAL” if the report contains escheated amounts

email address) greater than zero
e Use “REVISED?” for corrections to a report

Sample File Names
1. U1234501.NAUPA.08012015.MYBANK.FINALJohnSmith@mybank.com5185551188.txt
2. U1234501.NYCD1.08012015. MYBANK.REVISEDJaneDoe@mybank.com5185551188.txt
3. U1234501.RTP55.0801215.MYBANK.FINALSupport@mybank.com5185551188.txt


https://www.osc.state.ny.us/unclaimed-funds/reporters

Submitting Files

Secure File Transfer Using Web Browser

1. Open web browser (e.g. Google Chrome, Internet Explorer, Edge, Firefox, etc.).

2. Enter https://sft.osc.state.ny.us/ into the address bar.

3. Review and agree to the terms of use.
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NYSOSC Production File Transfer Servi
Authorized Users Only

All equipment and software owned or leased by
OSC is to be used for the purpose of conducting
New York State business. Persons using
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By accessing OSC computing resources, the user
acknowledges that (i) the user's actions may be
monitored and (ii) the user has no expectation of
privacy with respect to such use.



https://sft.osc.state.ny.us/

Enter the authorized credentials. If you do not have credentials, email NYSRPU@osc.ny.gov to obtain
them.
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Production SFT Login 3

Authorized User ID

Authorized Password

NYSOSC Secure File Transfer Services
Authorized Users Only

Choose the appropriate folder to upload your report.
e Use “inbound.final” if the report contains escheated amounts greater than zero

e Use “inbound.revised” for corrections to a report
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6. Click ‘Upload’, navigate to the report being submitted, and click ‘Open’.
NOTE: Port 443 must be opened. This port is a part of the network communication. Consult your
organization’s information technology area for additional assistance with this connection.

Your Files » inbound.final

.l Upload Actions

Name T
/£ Choose File to Upload X
= “ A S s ThisPC » Windows (C) v O Search Windows (C:) el
Organize « Mew folder = @ @
Mame Date modified Type Yl
7 Quick access
SWINDOWS.~BT 07/22/201911:29 ...  File folder
@ OneDrive 1099 Pro 03 File falder

s [ This PC AMC_Agent 11/ 118 2:58 PM  File folder
T ClientLetter 07/19/201912:34 ... File folder
¥ Metwork efi 03/16/201712:38 ... File folder
Intel 04/02/2018 1:40 PM  File folder
M5QCache /29/2018 238 PM  File folder
ORACLE File folder
PerfLlogs File folder
Program Files File folder
Program Files (x86) File folder
ProgramData File folder
response_files File folder
SCCM File folder
Termp File folder v
< >
File name: ~| | AuFiles ) v

7. Click “Open” to upload and submit the file. A notification of receipt will not be sent. If confirmation is
needed Email NYSRPU@osc.ny.gov .

You must include the reporting organization’s contact phone number and email address to the file name.

Secure File Transfer Using File Transfer Software

Requirements

The reporting organization or third-party software used to transfer files must utilize a secure transport method,
such as SFTP or Hypertext Transfer Protocol Secure (HTTPS). WinSCP, Filezilla, WS_FTP Pro and (U)nix
SFTP/SCP are the commonly used applications that have been successful with OUF’s SFTP application.
Secure Shell (SSH) sessions are NOT supported on SFTP or Secure Copy Protocol (SCP).


mailto:NYSRPU@osc.ny.gov

Use the reporting organization or third-party software to connect to sft.osc.state.ny.us.
NOTE: Port 22 must be opened. This port is a part of the network communication. Consult your
organization’s information technology area for additional assistance with this connection.

Enter the authorized credentials. If you do not have credentials, email NYSRPU@osc.ny.gov to obtain
them.

Choose the appropriate folder to upload your report and transfer the files.

A notification of receipt will not be sent. If confirmation is needed Email NYSRPU@osc.ny.gov.

You must include the reporting organization’s contact phone number and email address to the file
name.
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